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With PowerShell on the horizon as the standard management interface for future 
M icrosoft S erver applications, I‟ve been reading, looking around and asking questions 
and looking at production scenarios I can leverage in getting acquainted with PowerShell 
on current applications… nam ely M O M  2005. H ere‟s a basic tutorial to get those new  to 
PowerShell or the non-programmatically inclined started down the road in preparation for 
Ops Mgr 2007.  
 
Y ou‟ve no doubt seen the post from  T he PowerShelled Guru on how to leverage the 
MOM 2005 .NET class libraries in PowerShell. That being said, understand you cannot 
perform all MOM management functions from the Shell, only what is available through 
the .NET class libraries and/or MOM WMI namespace. Given that all the SDK examples 
are in C#, PowerShell offers an option that the novice developer may find somewhat 
more user friendly.  
 
In this post, I am going to work from that base and provide some basic guidance in how 
to: 
  

1. How to configure PowerShell script security and  
2. How to pre-load the MOM .dlls in your default Shell session and then finally, I‟ll  
3. Provide a sample script, starting with this article, and then on a regular basis 

going forward.  
 
NOTES: 
 
This and all future samples can be downloaded from the script downloads section at 
momresources.org . L ook for the new  “P ow erS hell” section on the site later today. 
 
This requires installing and running PowerShell on the MOM Management Server, as it 
is not rem oteable from  w hat I’ve seen in the M SD N  and SD K  do cumentation.. 
 

Steps for Creating the MOM-Friendly Shell 
 

1. Configure PowerShell Script Security  
 

http://mow001.blogspot.com/
http://www.momresources.org/downloads-scripts.shtml


B y default, script security in P ow erS hell is set at „R estricted‟, w hich m eans any script 
(any .ps1 file) cannot be executed from within PowerShell. This includes profile scripts 
(w hich I‟ll get to in a m om ent), so for this exam ple w e‟ll configure the shell to run scripts 
“U nrestricted”. 
 
From a Shell prompt, type 
 
Set ExecutionPolicy Unrestricted 
 
NOTE: This is not recommended best practice, but less cumbersome for demonstration 
purposes here. 
 
 

2. Configure Pre-loading of MOM .NET Class Libraries 
PowerShell allows special scripts, called Profiles, to be run to run during Shell startup to 
allow for user customization of the shell environment. The files that can be used (and are 
read in this order): 

1. Documents and Settings\All Users\Documents\PSConfiguration\Profile.ps1 
2. Documents and Settings\All 

Users\Documents\PSConfiguration\Microsoft.PowerShell_Profile.ps1 
3. $HOME\My Documents\PSConfiguration\profile.ps1 
4. $HOME\My Documents\PSConfiguration\Microsoft.PowerShell_profile.ps1 

 
 
W e‟re going to use #2, since this w ill allow  us to custom ize the shell environm ent to 
make it MOM friendly for all MOM administrators that launch PowerShell on the Mgmt 
Server. 
 
Perform the following actions on the MOM Management Server: 
 

1. If it does not already exist, create a file called Microsoft.PowerShell_Profile.ps1 
in the Documents and Settings\All Users\Documents\PS\ directory 

2. Cut-and-paste the following code into this file, which will automatically load the 
MOM .NET Class Libraries and instantiate a MOM administration object.  

 
*****************start copy  below this line****************** 
 
[System.Reflection.Assembly]::LoadFile("$($env:ProgramFiles)\Microsoft Operations Manager 
2005\SDK Bin\Microsoft.Mom.Sdk.dll") > $null 
 
[System.Reflection.Assembly]::LoadFile("$($env:ProgramFiles)\Microsoft Operations Manager 
2005\SDK Bin\mom.context.dll")  > $null 
 
$mom = [Microsoft.EnterpriseManagement.Mom.Administration]::GetAdministrationObject() 
 
*****************end copy  above this line****************** 



 
NOTE: The > $null basically prevents the loading of these additional components 
from being echoed to the console. 
 
3. Save the file and launch the PowerShell console on your Management Server. To 

confirm the dlls loaded successfully, run the following command from a prompt.  
 
Mom$ | gm 
 
Through reflection, this statement simply enumerates the properties and methods of this 
object, giving you some idea of what operations are possible. See the MOM SDK for 
more information on the MOM .NET Class Libraries.  
 
The output should look something like this: 
 
   TypeName: Microsoft.EnterpriseManagement.Mom.Administration 
 
Name                           MemberType            Definition 
----                         ---------- ---------- 
GetHashCode                   Method     System.Int32 GetHashCode() 
GetManagementGroupName        Method     System.String GetManagementGroupName() 
 
*****truncated for brevity ***** 

 
 

3. Create and Run a Script  
 
Below is a sample script I threw together. Copy this into a notepad file and save to a local 
directory on your management server. This script will return a list of management pack 
names, the management pack version and current enabled/disabled status. 
 

 
*****************start copy  below this line****************** 
 
$rulegroups = $mom.getrulegroups() 
 
foreach ($rulegroup in $rulegroups) { 
        $version=$rulegroup.GetVersion() 
write-host "MP Name:" $rulegroup.Name "  MPVersion:" $version "  Enabled:" $rulegroup.Enabled 
} 
*****************end copy  above this line****************** 

 
Save the file and mpsummary.sp1. 
 
To run the script, launch PowerShell on your Management Server and type the following  
 
.\mpsummary.sp1 
 



NOTE: .\ is required, even w hen you‟re in the local directory, du e to a security feature 
within PowerShell, which as I understand it as to prevent someone from naming a script 
to match that of a native command. 
 
The output should look something like this: 
 

Mode                LastWriteTime     Length Name 
----                -------------     ------ ---- 
-a---         7/18/2006   1:26 PM        216 rulegroups.ps1 
 
PS C:\scripts\powershell> .\rulegroups.ps1 
MP Name: Custom   MPVersion: 00.0.0000.0000   Enabled: True 
MP Name: Dell OpenManage   MPVersion: 00.0.0000.0000   Enabled: True 
MP Name: Microsoft Exchange Intelligent Message Filter   MPVersion: 00.0.0000.0000 
MP Name: Microsoft Exchange Server   MPVersion: 06.5.7385.0000   Enabled: True 

 

For More Info: 
 
See more on PowerShell and MOM 2005 at the PowerShelled blog 
http://mow001.blogspot.com/2006/06/PowerShell-and-mom-2005.html 
http://mow001.blogspot.com/2006/07/PowerShell-and-mom2005-part-2-updating.html 
 
 

http://mow001.blogspot.com/2006/06/powershell-and-mom-2005.html
http://mow001.blogspot.com/2006/07/powershell-and-mom2005-part-2-updating.html

