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By default inOpsMgronce you are a member of tReport Operator role you have
access tthe OpsMgReports.

Howeveryou have access t@all reports which could potentially mean you have spent

all that time making sure AD Operators can only see AD alerts and then the whole
model collapses when they look at the Reporting utility and they can happily see
w h a beénsgoing omi the Exchange or SQL world.

So how do we put a stop this? Well, theOpsMgrhelp is useful in that it has step
by-st ep6s as to how report security is set
sol e god&tsough it from the start.

First up, you Report Operator has by default access to all reports. You set the Report
Operator role in the User Interface Administration section:
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And give the membership of this according to who can view all reports:
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General |
General
User role narne: User role members: "-'Sa Add... 3 Remove
IMember Mame | Damain |
OEERSVAEMOperator
Descripkion CGE ader
€ OGERS\MOMDCOperator
The Operation Manager Report Operators user ;I [a] REET
role is created at setup time and is globally
scoped,
=
Profile:
IRepnrt Operatar

Profile description:

The Report Operator profile includes a set of ;I
privileges designed for users that need access

ko Reports, & role based on the Report

Operators profile grants members the ability to
wigw reports according to their configured

SCOpE,

0k I Cancel Apply |

This now means that the users in thisugr, in this case MOMDCOperator is
highlighted, have access to thiereports when they log and use the Reporting

function
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So how do we secure thes that MOMDCOperator can only see the Active Directory
Reports?

Well, in the OpsMgr help it des give you thestepby-steptext on how to secure
reports, u n dHew to Set Bermissgong dn @ Repdrt Using Command
Shell in Operations Manager 2@9D7

This page describes how the security on re
in Operations Manager. So for example, the Operations Manager Administrators has

a relating GUID within Operations Manager and if you set the security of a report to

this GUID then that report will then becomisible. By default all reports are visible

to Opentions Manager Administrator and Operations Manager Report Viewers.

There is a line of PowerShell, which we will come to in a minute, which demonstrates

how to output the GUIDG6s of all currently
which you can then applto the reports. Crucially however, there is a piece of extra
information you need otherwise things can become a bit unclear. You can apply
security not arymwlestybudavédeat&ldnsOpsMr but only to roles

that are of the typReport Operator. In other words, the standaR&port Operator

has access to all reports but creating ano@eerator Role, or Author Role or

Advanced Operator Roleand trying to apply that GUID to the report security will

have no effect: you need to create aeotReport Operator Role, populate its
membership and then assign that the necessary permission.

So what és tha?Wedrd amdwti ng, except that ito
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So how do we createne? Well you have to use PowerShell. The PowerSiezipt
is as follows (any thanks to Microsoft PS8is script is fromthemwho responded
very promptly when | raised this issue with them):

$mg = (geitem .).ManagementGroup
$reportOperator = $mg.GetMonitoringProfiles() | where {$_.Na®e "ReportOpeator"}

$obj = newobject

Microsoft.EnterpriseManagement.Monitoring.Security.MonitoringUserRole

$obj.Name = "TestReportOperatorRole"
$obj.DisplayName = "Test Report Operator Role"
$obj.Description = "Test Report Operator Role"

$obj.MonitoringProfile = $reprtOperator

$mg.InsertMonitoringUserRole($obj)
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run (either run it
and run it from the PowerShell comand prompt):
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With this new role created we can now start securing our reports. Firstly populate this
group with the necessary users, in this case | am going to put my MOMDCOperator
user in it:



