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Previous Installments

Part 1: Updating MOM 2005 Runtime Scripts for OpsMgr and SCE
Part 2: Custom Performance Objects in Runtime Scripts

Introduction

| can think of few things more frustrating than an Operations Manager script that’s not working as you
want it to. Fortunately, if your script is stuck in a loop or just returning the wrong data, there are a
couple of ways you can troubleshoot this issue. Pete covered the basics of testing your scripts from a
command line using the Cscript engine (see Part 1 of the Scripting Series), but | will go a step further
cover two simple debugging methods for of accessible to most non-developers (IT Pros). These come in
handing when looking up errors on the search engines doesn’t yield results.

e  The first way is to simply add extra WSCript.Echo commands to a script to display values
assigned to variables at key points in your script or log that data into a file. For example, during
an IF statement you can use a WScript.Echo to test your logic and display the result of the
expression you're testing.

For example:

IF File.size > 50

Wscript.echo “True:” & File.size
ELSE
Wscript.echo “False:” & File.size

e You can use the Windows Scripting Host (WSH) interpreter, which includes the CScript and
WScript engines, to debug the script by using either the /D or /X switch.

0 /D -—This switch will enable Active Debugging. This means that debugging will start if an
unhandled exception happens or if a stop statement is used.

0 /X —This switch will start debugging before the script is interpreted. This means that
you can step through the script by setting breakpoints and watchpoints to make sure
the script is executed properly. This switch is extremely useful for troubleshooting
erroneous results and faulty logic.

Using the /X switch using Cscript is the best way to debug a script and is an excellent tool for debugging
Ops Mgr scripts before deploying in a MP.
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Choosing a Debugger

By default, a debugger is not included with the WSH interpreter so if you want do debug your script, you
will need to install one. There are a couple of common Microsoft products that include the ability to
debug a script. The most common products are Microsoft Office and Microsoft Visual Studio.

Office Debugger (Web Script Editor)

There is a component included with Microsoft Office that is a script editor and will register itself as a
debugger. This feature is a part of the Office Tools section and is called Microsoft Script Editor (HTML
Source Editing). This feature also includes Web Scripting and Web debugging.

# Microsoft Office Professional 2007 @

Installation Options |

Customize how Microsoft Office programs run

Hlz= ~| Office Tools

& ~ | Document Update Utility
& ~ | Equation Editor
& ~ | Hosted Webs

3

, v | Language Settings Tool

& ~ | Microsoft Forms 2.0 .NET Programmability Support

& ~ | Microsoft Graph

& | Microsoft Office Document Imaging

& v | Microsoft Query
& v | Microsoft Script Editor (HTML Source Editing)
Web Scripting

z)
& ~ | Microsoft Office Picture Manager
=

Web Debugging v

Microsoft Office productivity programs plus additional content and Total space required on drive; 1420 MB
tools. Space available on drive: 42110 MB

|@I

Instantiating the debugger
Once this feature is installed, you can use the following command to instantiate the debugger:

h C:\>cscript.exe /x c:\test.vbs q

The next window should be a list of available debuggers on your machine. You should select New
Instance of Microsoft Script Editor.
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Yisual Studio Just-In-Time Debugger

An unhandled exception {'Script Breakpoint') occurred in cscript, exe [888].

Possible Debuggers:

Mew instance of Microsoft Script Editar
Mew instance of Yisual Studio 2005

As you can see, there are multiple debuggers listed in
this prompt. We will also go over using Visual Studio
2005 as a debugger later in this article.

[ 5et the currently selected debugger as the defaulk,

[IManually choose the debugging engines.

Do ywou want bo debug using the selected debugger?

Lt J[ mo |

When you click Yes, it should bring up a window with your script and a line of code highlighted. The
highlighted area is the starting point for the debugging.

To get you started, here are some key commands that can be used in the debugger:

e Quick Watch — (Ctrl+Alt+Q) — This can be used to watch a variable throughout the script to verify
that the correct information is being stored.

e Step Into — (F11) — This is used to step through each line of the script. This is nice if your script is
small and has very FEW loops (stressing the word few). IF you have too many loops, you will
want to make use of the next command.

e Step Out — (Shift+F11) — If you are in a function and want to break out to the next line of code
outside the function, then use. This could be handy if you have verified the function works
correctly or is not associated with the problem.

e Step Over — (F10) — If the next call is a function with other nested functions or loops, then this
will execute the function and halt at the first line of code after the function

Note: Some of the commands are available (Step Execution) from the Context menu by right clicking
on a line or variable.

Stay way from using F5 (Continue) if you want to step through your script. This will go through the script
and will quit when it encounters an error, a stop statement, or the end of the script.
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File Edit ‘ew Debug  Tools  Window  Help
A kBB 9-C-E-B) - @R L
FIYEETE ] ] T L&
3 ! n @ o &= [;E "3; _ EF‘ru:ugram [2336] cscripk. exe: Scrip -« E o
test.ybs [Read l]nl'r]| 1r X
Option Explicit

dim strTestvariable

strTestvariakble = "Testing 1.. 2.. 3.."

Oy WScript.Echo strTestVhriable

Watch 1

Mame | Yalue

st Testyvariable "Testing 1., 2., 3.."

Ready

Ln 7 Col 22 Chz2 NS

Visual Studio (2005 or 2008) Debugger

Visual Studio is a very nice application development environment that also includes debugging features
that Windows Scripting Host (WSH) interpreter can use. Installing Visual Studio just for script debugging
is overkill but there is one reason to do it if you do not have office installed. You can obtain Visual
Studio 2008 Express Edition for free! If you don’t want to pay for an Office license, then you can just
obtain the Visual Studio Express Edition to do script debugging. You will find the interface to be nicer
than the MS Script Editor’s (MSE) vanilla interface. The commands and shortcuts listed for the MSE will

also work for Visual Studio. The example below is using Visual Studio 2005 Professional Edition but you
can download any Visual Studio Express edition.
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You can use the following command to instantiate the debugger:

| C:\>cscript.exe /x c:\test.vbs 1

The next window should be a list of available debuggers on your machine. You should select New
Instance of Visual Studio 2005

Visual Studio Just-In-Time Debugger,

An unhandled exception ("'Script Breakpoint” occurred in cscripk.exe [1104].

Paossible Debugagers:

Mewy instance of Microsoft Script Editor
Mew inskance of Yisual Studio 2005

[]=et the currently selected debugaer as the default,

[(IManually choose the debugging engines.

Do wou want ko debug using the selected debugger?

[ es ] [ [ a] ]

When you click Yes, the next screen should be Visual Studio 2005 debugging the script with the first
block of code highlighted. The highlighted line is the starting point for the debugger. The Visual Studio
debugger will have the same set of commands and shortcuts as the MSE has but the VS debugger has a
window called Local that has the local variables listed in it. If you need to review content in the
variables, then this debugger will fit your needs by default.

To get you started, here are some key commands that can be used in the debugger.

e Quick Watch — (Ctrl+Alt+Q) — This can be used to watch a variable throughout the script to verify
that the correct information is being stored. Since VS has the Locals pane, you do not really
need to use this feature since it is already activated.

e Step Into— (F11) — This is used to step through each line of the script. This is nice if your script is
small and has very FEW loops (stressing the word few). If you have several loops in your script,
you will want to make use of the next command.

e Step Out — (Shift+F11) — If you are in a function and want to break out to the next line of code
outside the function, then use. This could be handy if you have verified the function works
correctly or is not associated with the problem.
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e Step Over — (F10) — If the next call is a function with other nested functions or loops, then this
will execute the function and halt at the first line of code after the function

Note: Some of the commands are available (Step Execution) from the Context menu by right clicking
on a line or variable.

#9 cscript (Debugging) - Microsoft Visual Studio

File Edit Wiew Project Debug Tools  Window  Community  Help
RN - IR =PA=AN ) :
bou @ @ o 52 [F % Hex | G- RPN iE 55 | = &,
~test.ybsa - M
Option Explicit TI
dim strTestvariasble, strTitleTest
, strTestvarishle = "Testing 1.. Z.. 53.."
strTitleTest = "Test Script™
Wicript.Echo strTestVariable
w
< >
Locals » B »  Call Stack - 0 x
Mame Yalue Type Mame Lang
W@ WSCripk ik Object 1+ VBScript global code WESCH
@ WSH {0} Object
@ strTestwariab Emply User-defil
@ strTitleTest  Emply User-defil
ﬁLocaIs §§]Watch 1 .;,.'_'|Call Stack |E]Immediats Window
Ready Ln S Col 1 Chi NS

As you can see, the Visual Studio debugging interface and MSE debugger for WSH is very similar. Itis
really up to you as to which debugger you want to use. If you can spare the Office License or you debug
on your desktop, then | would suggest using MSE. If you don’t want to use an Office license, then
download one of the Visual Studio Express editions.

Debugging Ops Mgr 2007 Script Issues

Sometimes scripts deployed in management packs may work on some servers but not others. The event
logged by Opsmgr to the Operations Manager Event Log will include the path to the script and the
command line parameters but really doesn’t tell you why. Sure it gives you a reason, but WHY are you
getting that reason. What is exactly going on behind the scenes? Well, the debugging tools listed above
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can help in a big way with the information given by the Ops Mgr logged event. In this section we will go
over some simple steps to help you debug your Ops Mgr scripts.

Here is a sample Ops Mgr event log error from a failing script. Even though this maybe an obvious error,
we will go through a couple of different steps to troubleshoot the problem.

Event Type: Warning
Event Source: Health Service Modules
Event Category:None

Event ID: 21413
Date: 3/2/2008
Time: 8:40:38 PM
User: N/A

Computer: NOCMS03

"C:\WINDOWS\system32\cscript.exe" /nologo "TestScript.vbs"
:\Program Files\System Center Operations Manager 2007\Health Service

As you can see, there was an error with the script but we are not sure what the error. Fortunate for us
we have plenty of information in this script to debug the problem. Let’s start out with Steps 1.

1. Running the Script — Since the event gives us the directory and name of the script, we can run it
from that directory using CScript.exe and CMD.exe. We should get the interpreter error which
will help solve the problem.

a. Open CMD.exe from the Run command on the Start Menu.
b. Change directories to the Working Directory listed in the Event
c. Run the script using the Command Executed line in the Event and monitor the output.

2. Debug the Script — If step one doesn’t reveal a script problem, but the script is still not working

then it is time to use the /X switch.
a. Open CMD.exe from the Run command on the Start Menu.
b. Change directories to the Working Directory listed in the Event.
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c. Run the script using the Command Executed line in the Event but in this case we add
the /x switch. Here is what it would look like from the event above:
C:\WINDOWS\system32\cscript.exe" /nologo /x "TestScript.vbs

d. Select the debugger and run through the script carefully to find the problem. Once you
have found the problem, you can run the script again to verify you have fixed it.

In this case, by performing steps 1 you have found that CScript.exe is complaining about an undefined
variable (this is because the Option Explicit is declared in the script). Once that is resolved the script will

operate properly.

Test Script
The text box below contains the script from the last debugging example above.

Conclusion
We hope you find this information helpful. Your feedback is always welcome through our Contact Page

at http://www.systemcenterforum.org/contact.
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