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Introduction  
Operations Manager 2007 integration with Active Directory is designed to minimize cost and effort in 
Operations Manager agent administration by allowing an administrator to publish agent configuration 
details in the Active Directory domain partition related to desired Operations Manager 2007 
Management Group membership, as well as desired primary and failover management server settings. 
The Operations Manager 2007 agent actually issues an LDAP query to its authenticating domain 
controller at startup to determine which management group and management server(s) it should report 
to. 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǘƘƛǎ ŘƻŜǎ ƴƻǘ ŀǳǘƻƳŀǘŜ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ǘƘŜ ŀƎŜƴǘΣ ōǳǘ ǊŀǘƘŜǊ 
automates the configuration of Operations Manager agents that have been deployed by any number of 
manual installation methods, including manual installation, via group policy, via a systems management 
platform such as SMS, or even as part of a machine image. 

Configuration of Active Directory Integration in Operations Manager 2007 consists of the following high 

level steps: 

1. Run the MOMADAdmin.exe utility with an account that is a member of Domain Admins ς This 

facilitates creation of the containers in the AD that will store the advertised management group 

settings. 

2. Configure agent to management server assignment and failover settings in the Operations 

Console interface. 

3. Deploy agents through the manual installation method of your choice ς ǿŜΩƭƭ ŎƻǾŜǊ some of 

these options later in this document. 

Running the MOMADAdmin.exe Utility  
To create required containers, security groups and ACLs in the directory you will use the 

MOMADAdmin.exe tool. You will have to run this tool with an account that is member of the Domain 

Admin security group. In the example below we have a domain named noc.momresources.org (NetBIOS 

name of NOC) and a management group named LAB. ΨOpsMgr AdministratorsΩ is a global security group 

containing the user accounts of Operations Manager administrators. NOCRMS01 is our root 

management server. The following is the MOMADAdmin syntax for configuring Active Directory 

integration:  

Syntax; 

MOMADAdmin  ManagementGroupName MOMADAdmin SecurityGroup {RootManagement | 

RunAsAccount} Domain  

Example: 

MomADAdmin.exe lab ònoc\ OpsMgr  Admin istrator só nocrms01 noc 
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The command line parameters correspond to the following: 
 
1) Management Group   
2) Operations Manager Administrators Security Group   
3) Root Management Server | RunAs Account*   
4) Name of the AD domain 
 
*If the rule is being run under a RunAs profile, this parameter needs to correspond to this account, 
rather than the RMS. 
 
Where to get it: 
 You will find MOMADAdmin.exe at your installation source under the \ SupportTools directory.  
 

What does the MOMADAdmin tool do?  

When you run the MOMADAdmin tool, it performs the following actions. 

1.  Creates a top level OperationsManager container in AD under the root of the specified Domain 

Under that container, it creates a management group container - whose name consists of the 

ƳŀƴŀƎŜƳŜƴǘ ƎǊƻǳǇ ƴŀƳŜ ŀƴŘ ǘƘŜ ǎǳŦŦƛȄ άwƻƻǘέ 

2.  Adds the machine account of the root management server to the MOM Admin security group. 

3. Adds the MOM Admin security group to the container's ACL with WriteChild access (only with rights 

to create Security Groups and SCP objects, but not other object classes like user accounts). This allows 

members of the MOM administrator role and the root management server to manage the objects within 

the container. Only Domain Administrators have the right to remove or change the OperationsManager 

and <ManagementGroup> container.  

A service connection point is a special object class in Active Directory used to publish information about 

applications. In this case, the objects will contain information about desired agent settings that can be 

queried by the agent at startup. 

LŦ ǘƘŜ Ǌƻƻǘ ƳŀƴŀƎŜƳŜƴǘ ǎŜǊǾŜǊ ƻǊ ǘƘŜ hǇŜǊŀǘƛƻƴǎ aŀƴŀƎŜǊ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ǎŜcurity group is changed you 

will need to modify objects in this new container. The easiest way would be to delete the container and 

then run the momadadmin.exe tool again. 

 

FYI 

For a more detailed explanation of the containers and security groups created by the 

MOMADAdmin tool, see the following blog post from the MOM Team Blog; 

http://blogs.technet.com/momteam/archive/2008/01/02/understanding-how-active-

directory-integration-feature-works-in-opsmgr-2007.aspx 

http://blogs.technet.com/momteam/archive/2008/01/02/understanding-how-active-directory-integration-feature-works-in-opsmgr-2007.aspx
http://blogs.technet.com/momteam/archive/2008/01/02/understanding-how-active-directory-integration-feature-works-in-opsmgr-2007.aspx
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Configuring Auto Agent Assignment  
When you have verified that you have all objects that MOMADAdmin.exe creates in Active Directory, 

you should then configure auto agent assignment in the Operations Console. 

1. From the Start Menu, select the SCOM Operations Console 

2. In the Navigation pane (left), Click  Administration 

3. In the Administration pane, click Management Servers 

4. In the Action pane, right click a management server and select properties from the context 
menu 

5. On the Auto Agent Assignment tab, click !ŘŘΧ 

6. On the Introduction screen, click Next 

7. On the Domain screen, click select domain and an account to perform agent assignment with. In 
most cases you can leave default settings and click next 

8. On the Inclusion Criteria screen, click /ƻƴŦƛƎǳǊŜΧ 

9. On the Find Computer screen, create your query for machines manage by this management 
server. In this example we want this management server to manage all computers with a 
hostname beginning with SR.  

10. On the Find Computer screen, click the Advanced tab 

11. On the Advanced tab, click Field and choose Computer name, click condition and choose starts 
with , input SR in the value box, click Add, click OK 

12. On the Inclusion Criteria screen, the query should appear as follows: 

(&(sAMAccountType=805306369)(objectCategory=computer)(samAccountName=SR*)) ,  click 

Next 

If you are into LDAP query you can input it into the box directly without using the menus in the 

dialog box. You also can use the Member Of attribute and control which agents are managed by 

which management server with which security groups in Active Directory.   

13. On the Exclusion Criteria ǎŎǊŜŜƴΣ ƛƴǇǳǘ ŎƻƳǇǳǘŜǊ ƴŀƳŜǎ ǘƘŀǘ ŦǳƭŦƛƭƭ ȅƻǳǊ ǉǳŜǊȅ ōǳǘ ȅƻǳ ŘƻƴΩǘ 

want to include. Click Next 

14. On the Agent Failover screen, configure agent failover. You can either choose to automatically 

failover to any other management server, or you can manually configure failover to specified 

management servers. Click Create 
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These security groups will include all machines, based on auto agent assignment settings, which should 

connect to the management server. The SCP name is the management serverΩs NetBIOS name with the 

ǎǳŦŦƛȄ άψ{/tέΦ 

The rule also creates 2 security groups with the name of the management ǎŜǊǾŜǊΩǎ bŜǘ.Lh{ name, the 
ŦƛǊǎǘ ƻƴŜ ǿƛǘƘ ǘƘŜ ǎǳŦŦƛȄ άψtǊƛƳŀǊȅ{D_ғǊŀƴŘƻƳ ƴǳƳōŜǊҔέ ŀƴŘ ǘƘŜ ǎŜŎƻƴŘ ƻƴŜ άψ{ŜŎƻƴŘŀǊȅ{D_<random 
ƴǳƳōŜǊҔέ 
You can test your query using Active Directory Users and Computers before using them in Operations 

Manager. 

NOTE: It can take some time (up to one hour) before the necessary objects advertising the desired 

settings are created, as the agent assignment rule that updates the security groups is scheduled to run 

every 60 minutes.   

Granularity in Agent Assignment  
It is also possible to use more complex LDAP queries for a more granular agent assignment process. For 

example, if you wanted to assign agents to management servers based on the computer accountΩs 

Organizational Unit (OU) membership, you can use the following; 

Create a scheduled task that executes a command to query an OU and add the computers in there to a 

security group. This can be accomplished with VBScript, Powershell, or even the AD command line tools 

For example, you can use the DSQuery and DSMod tools to do this: 

dsquer y computer "OU=myOU,DC=myDomain,DC=com" | dsmod group 

"CN=MgmtServer1AgentGroup,CN=Users,DC=myDomain,DC=com" -chmbr  

(This adds all computers found in myOU to the security group MgmtServer1AgentGroup) 

Then, in agent assignment & failover wizard, you can then include all members in that security group 

using a LDAP filter like:  

(&(sAMAccountType=805306369)(memberof=CN=MgmtServer1AgentGroup,CN=Users,DC

=myDomain,DC=com))  

You can also build on this method to do more complex queries if desired. 
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Global Security Settings for Manual Installed Agents  
As in MOM 2005, manually installed agents are rejected by default. If you deploy agents by any method 

other than push-install, agents will be rejected unless the default values in  Global Security Settings are 

updated to either auto-approve manually installed agents, or to accept manually installed agents  for 

review in the Pending Management view.  

1. From the Start Menu, select the SCOM Operations Console 

2. In the Navigation pane (left), Click  Administration 

3. In the Administration pane, click Settings 

4. In the Action pane, right click a Security and select properties from the context menu 

5. On the General tab, click Review new manual agent installations in pending management 

view. This setting will let you review all manual agent installations. Click OK 

 

Installing Agents to use the Active Directory Integration Feature  
Remember that you must logon as a local administrator to install the Operations Manager agent. 

Install a n Agent from Command Prompt  

1. From the Start Menu, start a command prompt 

2. In the Command Prompt window, change directory to the directory where the MOMagent.msi is 

stored.  

3. In the Command Prompt window, run the following command  

MOMAgent.msi /qn USE_SETTINGS_FROM_AD=1 USE_MANUALLY_SPECIFIED_SETTINGS=0   

4. This will install the agent with settings from Active Directory. The /qn turn of all display settings 

during installation. You can look in the Application Event Log for an event from the MsiInstaller 

for the result. 

 

You can also run MOMAgent.msi from the command prompt or from Windows Explorer. Then you can 

input configuration during the wizard. After you choose Use Management Group Information from 
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Active Directory and click next, there will not be any installation settings on the Ready to Install screen, 

this is by design. After the setup is complete the agent will query Active Directory from settings.  

When the agent has successfully retrieved configuration from Active Directory,  an event like this will be 

logged on the agent-managed computer. 

 

Approve the Manua l ly Installed Agent  

After the MSI package has been installed successfully you will have to approve the agent (assuming you 

ǎŜƭŜŎǘŜŘ ǘƘŜ άwŜǾƛŜǿ Ƴŀƴǳŀƭ ŀƎŜƴǘ ƛƴǎǘŀƭƭŀǘƛƻƴǎέ ƻǇǘƛƻƴ ƛƴ Dƭƻōŀƭ {ŜǘǘƛƴƎǎ .   

1. From the Start Menu, select the SCOM Operations Console 

2. In the Navigation pane (left), Click  Administration 

3. In the Administration pane, click Pending Management 

4. In the Action pane, right click a agent that are waiting approval, choose Approve from the 

context menu 

5. In the Manual Agent Install screen, click Approve 

Deploy Agent through  Group Policy  

To deploy momagent.msi with a group Policy (GPO), you will need to create a MST file, because you 

cannot use ǎǿƛǘŎƘŜǎ ǿƛǘƘ ŀ a{L ǇŀŎƪŀƎŜ ƛƴ ŀ DthΦ  LŦ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ŎǊŜŀǘŜ ŀ a{¢ ŦƛƭŜ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ 

a startup script instead. ¢Ƙƛǎ ƛǎ ŀ ōƛǘ ƻŦ ŀ άŎƻǿōƻȅέ ǎƻƭǳǘƛƻƴ, so for large environments we would 

recommend System Center Configuration Manager 2007 instead.  

Create a file share and copy the momagent.msi file to that share. Then create an agentdeployment.cmd 
file with the following syntax 
 

 
IF EXIST "C:\ Program Files \ System Center Operations Manager 2007 \ HealthService.exe" 

GOTO end 

net use X: \ \ SRFILE01\ agent  

X: 

CALL momagent.msi /qn USE_SETTINGS_FROM_AD=1 

USE_MANUALLY_SPECIFIED_SETTINGS=0 

C: 
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net use X: /DELETE 

       :end  

 

In this example, we have a share named Agent on a machine named SRFILE01. This script will check 

if the agent is present, and if not found, it will install the agent. This script is based on the default 

installation target directory. Make sure computers that will run this startup script have access to this 

Agent share.  

 

1. Use GPMC to create a new GPO and browse to the following setting 

Computer Settings\ Windows Settings\ Scripts 

2. Right click Startup and choose Properties from the context menu 

3. At the Startup Properties screen, click !ŘŘΧ and browse to your file share and select 

agentdeployment.cmd, click OK 

 

 

4. At the Startup Properties screen, click OK 

5. Close GPMC. Make sure your target machine is under an OU to which this GPO is linked. 

6. When complete, you will need to again approve the manual agent installation as previously 

illustrated. 

Deploy Agent  as Part of an Operating System Image 

While illustration of the process is beyond the scope of this document, it is also possible to deploy the 

Operations Manager 2007 Agent as part of an Operating System Image or through Software Distribution 

features of System Center Configuration Manager 2007. 

For more information on System Center Configuration Manager 2007, visit the product homepage at 

http://www.microsoft.com/sccm 

http://www.microsoft.com/sccm


  
Page 10  

 
  

Active Directory Integration in Child Domains  
Since the service connection points used in Active Directory Integration are written to the domain 

partition of the Active Directory, you will need to run the MOMADAdmin tool in each child domain 

where you want manually installed agents to retrieve their Management Group settings from the Active 

Directory. 

Agents that Cannot Participate in A ctive Directory Integration  
There are some agents that cannot participate in Active Directory integration. 

¶ Push-installed Agents ς Because the management group settings are defined during the push-

install process, agents installed with this method will not read and use settings from the Active 

Directory. 

¶ Agents on Domain Controllers - When agents query Active Directory to identify their 

Management Group settings, the settings revealed are determined by the SCPs for which the 

agent has read access. Since the Health Service runs in the LocalSystem context, on a domain 

controller the service has read access to every SCP. This could be a big issue in the case where 

multiple Management Groups are puōƭƛǎƘŜŘ ƛƴ ǘƘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΣ ŀǎ ǘƘŜ 5/Ωǎ IŜŀƭǘƘ {ŜǊǾƛŎŜ 

would try to participate in every AD-integrated management group. 

 

Addit ional  Note on Domain Controllers:  

In the Operations Manager Event Log on domain controllers, you may see the following warning event 

at startup. Update the value of the registry key mentioned in the event description on each domain 

controller where it appears to prevent future recurrence.  

Event Type: Warning 
Event Source: HealthService 
Event Category: Health Service  
Event ID: 211  
Date:  1/9/2008 
Time:  3:09:29 AM 
User:  N/A 
Computer: NOCDC01 
Description: 
Active Directory Integration has been disabled because this Health Service is running on a Domain 
Controller.  To suppress this message, set the value 
'SYSTEM\CurrentControlSet\Services\HealthService\Parameters\ConnectorManager\EnableADIntegrati
on' in the registry to '0'. 
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Additional Resource s 
  
How to use Group Policy to remotely install software in Windows Server 2003 

http://support.microsoft.com/kb/816102 

Group Policy Management Console with Service Pack 1 

http://www.microsoft.com/downloads/details.aspx?FamilyID=0A6D4C24-8CBD-4B35-9272-

DD3CBFC81887&displaylang=en 

Creating an LDAP Query Filter 

http://msdn2.microsoft.com/en-us/library/ms675768.aspx 

Feedback 
I hope you find this article helpful. Your feedback is always welcome and appreciated at 

administrator[AT]systemcenterforum.org 

http://support.microsoft.com/kb/816102
http://www.microsoft.com/downloads/details.aspx?FamilyID=0A6D4C24-8CBD-4B35-9272-DD3CBFC81887&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=0A6D4C24-8CBD-4B35-9272-DD3CBFC81887&displaylang=en
http://msdn2.microsoft.com/en-us/library/ms675768.aspx

