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Introduction

Audit Collection ServiceACS)sa feature introduced in Operations Manager 2afsigned for
medium and large enterprisagequiring collection and analysis of a high volume of Security Event Log
data for internal and external regulatory compliance auditing purposes.

The RTM release @iCS it©Operations Manager 2007 required adt1 relationship betweernhe ACS
collector and Auditlatabase it reported t@ meaning multiple collectors could not report to a single
Audit databaseThis was in large part due to the fact that the bottleneck in the ACS architecture is
actuallythe SQ 2005imitation of database inserts per secqarakexplained by the product team
around the time Operations Manager 2007 was releas#fhile the Audit database can be part of an
MSCS cluster, this left an obvious gap in the high availability story for the ACS feature.

New n SP1, Microsoft will now allowACS collectors to point to the same ACS database, but with only
one active at a time. One acts as the primary collector, the other acts as the failover/secondary
collector, which can only be enabled when the primary one failed or is disabled.

The focus othis document is to provide stejpy-step instructions for implementing redundant ACS
Collectors for a single Audit database in Operations Manager 2007 SP1. A brief architectural overview of
Audit Collection Services has been provided for thustefamiliar with ACS.

This is a living document and will be updated as additional details become available.

ACSArchitecture z A Brief Overview

This section is designed as a brief overview for those not completely familiar with the roles within the
Audit Collectiy” I NOKA G S O dzNBetbgrduridedia thiezels Forodedd NifedtyR@ the section
G A { lim@drmending Redundant ACS Collectors for a Single Audit Dagabase

Audit Collection Services (ACS) is a aamept of Operations Manager 2007 that delivers centralized
archival and reporting of Windows Security Event Logs. By consolidating security datntoah
repository, this also serves to separate the role of local Administrator and Security Admimistrato

This data can be analyzed and preseritedughthe Audit Collection Reports, which are delivered
through SQL 2005 Reporting Services or via any tool with ODBC connectivity.

The ACS architecture consists of following roles:
Collector

Database

Forwarder

Reporting

The following sections contain a brief overview of these roles and their function in the ACS architecture.
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Audit Collection Services
Server Architecture

Writes to Audit Database
TCP 1433

Database &
Reporting

Coflector
(Primary)

Auditor / )
Administrator ;;_‘_“--\

Event data consumption via
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Only functional when
primary offline

Collector
(Failover)

Collector

TheACS dllector role can be installed on aanagement Server. THECS collectanserts events
receivedfrom ACSorwardersinto the ACSlatabase.

Toensure best performance and scalability, the ACS datatlamald belocated on aseparate serer
from the ACS collecton large environmentsSee theOperations Manager 2007 Performance and
Scalability Guidéor additional details on sizing ACS server roles.

Database

The AC8uditdatabase is the central repository for events that aolected from AC®nabled agents
The ACS database can be located on the same computer A€®Beollector, but for optimal
performanceeach should be installed on a dedicated server.

The AC8atabase stores events forwarded to the Collector by Agent Foleva. Data is retained
according taa userdefined retentionschedule (14lays by default) Like other Operations Manager
2007 databases, the ACS database is partitioned to reduce grooming oveftltheguhrtitioning interval
is 1dayby default

As previously mentioed, the RTM release of Operations Manager 2007 requiredicallrelationship

between ACS Collectors and Audit databases. This was in large part due to the fact that the bottleneck in
the ACS architecture is the SQL limitation of databasetmper secondasexplained by the product

team around the time Operations Manager 2007 was released.

This wagectifiedin SP1 for Operations Manager, whintroducedthe capability to add a
failover'secandary collector to that can be enabled when the primeojlectorfails.

System Center Forumhttp://www.systemcenterforum.org


http://download.microsoft.com/download/d/3/6/d3633fa3-ce15-4071-be51-5e036a36f965/OM2007_PerfScal.doc
http://download.microsoft.com/download/d/3/6/d3633fa3-ce15-4071-be51-5e036a36f965/OM2007_PerfScal.doc
http://download.microsoft.com/download/d/3/6/d3633fa3-ce15-4071-be51-5e036a36f965/OM2007_PerfScal.doc

Deploying the ACS database on SQL 2005 Standard Edition means that online databas

maintenance will nobe possible, forcing the collector role frause event insertion during

TIP the nightly maintenance window. Such a backlog of event data may be unacceptable in
environments.

SQL 2005 Enterprigglitionallows online indexing and maintenance, allowing inserts to
continue, although at a substantiglteduced rate.

Forwarde r

The AC®rwarderis integrated into the Operations Manager Agehihe ACS forwarder sends events to
the collector in real time.The ACS Forwarding Service is installed automatically during the Operations
Manager Ageninstallation, but is disabled by default. When Audit Collection Services is enabled for an
agentmanaged computer, the service is enabled, setttrtup type Automatic, anthe servicestarted,
making the agent an AG&warder. Shortly after, the ACS Forwarding #eren theforwarder contacts

the ACS collectoBervice orthe mllector and downloads the event schema and associated job
instructions.

¢CKS 1/ { I NOKAGSOGdzZNE A& 010 EnSiRablg haws dhNSeoir®ih LI f &
particular, the 8 immdzi 6t S t1 ¢ 2F &aSOdaNRARGe aidlisSa a¢KS
A a ( NHzaliitda2réspek evérgbrwarder resides in aenvironmentthat is less than 100%
trustworthy. Any actions or changes on tf@warder are under the contraif the local administrator,
as he/she is in a position to manipulate the state of tkevarder. By forwarding events in real time,
GKA&a fAYAGA | 20Kt FRYAYAAGNIG2NDa oAftAGe G2 Ay
such as cledmg the Security Event Log.

O« O
N N

Where is the queue on the ACS Forwarder?

The answer is thahe Security Log itself is essentially the ACS Forwarder Queue. The A
Collector keeps a watermark/checkpoint in a file for each forwarder where in the log wa
FAQ last event sent. When connection resumes, the collector informs the forwarder where tc
staNIiT aSyRAyYy3I S@Syid F3aAFLAYyd oL ¢2yQiG fAad
tampered with.)

This calls attention to the fact the Security Event Log size is important. Make sure to inc
this from the Windows 2003 default of 16 MB, espec@ilyAD domain controllers.

Reporting

ACS Reports will be uploaded via a commiamelusing the ReportingConfig utility in batch command.
There are approximately 18 reports available-ofithe-box covering a number of common auditing
scenariosincluding:

e Active Directory administration events, such as account creation and deletion
e Changes to sensitive groups and password changes
e Object access and usage tracking
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As of Opsmgr 2007 SFALdit Collection Services Reporticanbe installed in a gg@rate SQL Reporting
Services from the primaryg3mgr 2007 reports, or installed intogfexisting Opsmgr SQL Reporting
Servicesnstance allowing integration of ACS reports irttee Reportingspacein the Operations
console.

Implement ing Redundant ACS Collectors for a Single Audit Database

In this exampleve have two management servers and one SQL server. EMESMGRMS iour root
management server. EMEAPSMGHRIS?2 isour second management server and EMEAEO1 isour
database machineélhe two management servers will be installed as ACS collectors and the SQL server
will host the Audit database.

Deploy the first ACS Collector
When the first collector is installed, tliatabase should be created on themote SQL server from the

same wizard.

1. Doubleclickthe setupOM.exefrom the installation sourcdiles.

2. On the System Center Operations Manager 2007 Sesapeen selectinstall Audit Collection
Server

3. On theWelcomescreen, tick Next.

4. On theLicense Ageementscreen,Readthe agreement and then select the checkbox by
accept the agreemenand clickNext.

5. OntheDatabase Installation Optionscreen,Select Create a new databasad clickNext

6. On theData Sourcescreen input anamefor the ODBC Data Source and dhiekt, or accept

the default nameOpsMgrACclickNext
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7. On theDatabasescreen Input thename of the SQL serveandinstance Also input alatabase
name, the default name is OperationsManagerAC. Glak

Audit Collection Services Collector Setup =]

Databasze é z‘%

Specify the name of the datsbaze server running Microzoft SAL Server which thiz
collector will uge to store event data, and the name of the databaze on that server
which will hold the event data.

" Databaze server running locally
{* Femote database server
Remote database server machine name:

Iemea-sql-m

Databaze zerver instance name [uzually left blank]:

Databaze name:

IDperatiDnsManagerﬁE

< Back I Mest > I Cancel |

8. On theDatabase Authenticationscreen,select SQL authenticationClickNext

9. On theDatabase Credentialscreen,nput aSQL login namand aSQL passwortbr the new
SQL user. For example ACSCollector as login name. Make sure you input a password that fulfills
your aganization password policy. Clidlext
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10. On theDatabase Creation Optionscreen, slect to use SQdlefault data and log file directories
or input a new path. Cliddext

11. On theEvent Retention Schedulgcreen,selecthour to perform database maintenancend
alsonumber of daydo store in the database. Make sure your selection fulfills your organization
policies. Cliclext
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